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ABSTRACT 

The prolonged armed conflict in Eastern Ukraine since 2014 has generated the increasing public safety concern about 
landmines, abandoned unexploded ordnance (UXO) and small-size explosive remnants of war, which are spreading 
around the region of a conflict. Such ordnance can be used for making the improvised explosive devices (IED) as well. 
The background studies have identified the following key obstacles which make UXO demining and cleaning in that 
region challenging: an absence of government-endorsed national technical standards against which demining activity can 
be measured in crowded areas and non-permissive operating environment (i.e. public transport hubs and metro), and not 
enough human and technical capacity. Demining is carried out often using different techniques and outdated equipment. 
During the applied research project, the available open source international best practices and the UXO risk assessment 
methods were reviewed and assessed, firstly. Secondly, a new demining methodology was developed for improving the 
existing standard operating procedures of the bomb disposal units of the State Emergency Service of Ukraine (SESU). 
Thirdly, a proof-of-concept was designed for field trials. A prototype of a light-weight smart steel cone was constructed 
which can cover small-size UXO in critical infrastructures like metro without using heavy commercial explosive 
ordinance disposal robots and causing a minimum impact to environment and ecology. Live field testing was conducted. 
Finally, based on the successful trials, the recommendations for the standard operating procedures (SOP) of the bomb 
disposal units of the SESU were produced. For example, this cone can be stored in metro station and easily transported 
by a security guard, who covers abandoned UXO. If an object goes off before the bomb squad arrives on site, then this 
device can efficiently protect the crowed area and environment from the bomb fragments. This new demining equipment 
was granted a patent. 

Keywords: Unexploded ordnance, explosive remnants of war, explosive ordnance disposal, non-permissive operating 
environment, public safety, threat and risk assessment, critical infrastructure protection 
 

1. INTRODUCTION  
The prolonged armed conflict in Eastern Ukraine since 2014 has generated the increasing public safety concern about 
landmines, abandoned UXO and small-size explosive remnants of war, which are spreading around the region of a 
conflict. Such ordnance can be used for making IEDs as well. One major public security concern is related to possible 
terrorist attacks to highly populated areas and critical infrastructures using UXO and IEDs. Due to reports1,5, from 14 
April 2014 to 31 March 2020, the number of conflict-related civilian deaths caused by UXO has reached at least 3,353. 
The number of injured civilians is estimated to exceed 7,000. During the last two decades a revolutionary digitalization 
of IP-based closed-circuit television (CCTV) surveillance technologies and intelligent (sometime called smart) video 
content analytics opened new opportunities for automatic threat detection for security operators (e.g. public law 
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enforcement agencies and private security service providers). In the early 2000s, a number of applied R&D projects were 
carried out with regard to the development of intelligent digital CCTV surveillance systems. As reported by Samberg23-

25, one of the fields of applications is a public transport hub like metro, for instance. Today digital smart CCTV 
surveillance systems have a standard embedded function such as a detection of abandoned objects that have been left 
behind for a period of time. 

Based on the analyses of available open source handbooks and guides for UXO/IED safety and disposal8,10-16,21 the 
existing SOPs and methods for pyrotechnic teams are pretty much the same. Typically, there are nine steps of 
explosive’s clearance: detection, location, accessibility, identification, hazard mitigation, threat evaluation, rendering 
safety area, recording and recovering, and final disposal. The simplified typical procedure is the following. A 
suspiciously abandoned object is detected either manually or by means of smart CCTV surveillance system. An adequate 
perimeter is secured by security guard or police. After a received notification of bomb threat call a bomb squad is alerted. 
Only the designated technician will approach within close proximity of a suspicious object. Whenever possible, devices 
are to be rendered safe in place. UXO and IED unable to be rendered safe in place will be placed in a bomb carrier and 
transported to the bomb range or emergency "cook off" area for dismantling and/or detonation. UXO and IED may, on 
rare occasion, be detonated in place if deemed necessary for the safety of the public. Due to the individual interviews of 
experts22, in some public places the security personnel, who are not demining experts, are still instructed to remove an 
abandoned object by hands and place in a bomb carrier before the bomb squad arrives. 

Our major task was to design a smart device for UXO and IED hazard mitigation in non-permissive operating 
environment like public transportation stations (e.g. metro) where the use of bomb disposal robots (BDR) is very difficult 
or impossible. 

2. THE CONCEPT
When dealing with UXO and IED, we always must consider the most worth scenario. As shows the practice, nowadays, 
UXO and IED are often equipped with a radio-based detonator. From the other side, a BDR is remotely controlled via a 
radio channel. (Fig. 1a) This is a threat if UXO or IED is capable of intercepting the radio signal and goes off after that. 
UXO and IED can be equipped with a motion detector. Thus, if a BDR will try to remove UXO or IED, they can 
detonate. Additionally, UXO and IED can go off unexpectedly anytime when a bomb squad is still on the way to the 
scene. Thus, it is necessary to cover them during the waiting time. The price tag of BDRs is high range in price from 
approximately $30,000 to over $150,000 plus the annual maintenance cost26-28. In order to remotely operate a BDR a 
trained robot operator is needed. One of the main disadvantages of existing commercial BDRs is that they manipulate 
UXO and IED and transport them to a bomb carrier uncovered and unprotected. 

Therefore, we need such device which is reusable, affordable, moderately priced, easy to operate (no robot operator 
training needed), radio free and can cover UXO or IED minimizing the possible damage to the people, environment and 
critical infrastructure’s elements. (Fig. 1b) 

a) b) 

Figure 1. Examples of bomb disposal devices: a) remotely controlled bomb disposal robot Andros Wolverine 6X6 (source 
[27]), and b) a prototype of a smart cone device from the National University of Civil Defence of Ukraine, Ukraine (courtesy 

of Yevhen Stetsiuk). 

3. METHODOLOGY
The finite element design of the device was carried out using the engineering simulation and 3D design software 
ANSYS. Modeling the structural behavior of environment under blast pressure was conducted applying the principle of 
the Euler–Lagrange equation19. The result of this design is presented in Fig. 2. 
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One key performance of the smart cone is the fatigue durability N which can be calculated by Eq. 119: 

  (1) 
where K - the percentage of estimated excess power, E - internal energy of explosion, ϭ - Cauchy stress tensor, Y - geometric factor for 
the edge crack which is equal to 1.222 in our case), ∂ - Burgers vector of dislocations in steel, n - direction cosines of the outward 
normal to the boundary of the region, L – size of crack, and d – the current crack size. 

Pseudo-fatigue damage analysis for structural durability analysis was conducted in laboratory before the field testing. We 
estimated that the fatigue durability N must be equal to minimum five full-scale successful explosions of maximum TNT 
equivalent of up to 200 grams. 

 
Figure 2. A view of designed smart cone for UXO and IED hazard mitigation and disposal in non-permissive operating environment 
(1 – the cover, 2 – handles for carrying the cone, 3 – ground stabilizer, 4 and 5 – protecting steel plates, 6 – high-strength welds, 7 - 
amplifiers, 8 – the exhausting wholes for partial relief of excess pressure of the shock air wave of the explosion, 9 – a protecting 
device from the impact of the shock wave from the fragments of the explosive, 10 – the radial holes on the side surface of protecting 
devices 9) 

4. THE SMART CONE TESTBED 
The testbed was designed for testing the concept of the smart cone for device for small-size UXO and IED hazard 
mitigation in non-permissive operating environment19. (Fig. 3) 

 
Figure 3. Design of smart cone testbed for UXO/IED hazard mitigation and disposal in non-permissive operating environment 

where A1 – IED of the weight mBH, A2 – detonator of the weight mgn, B – fragment’s absorber, C – additional load of the weight 
m2, and D – the surface on which the cone testbed is placed 
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The shape of the cone was designed in such a way that the explosion energy is partly absorbed by the cone and partly 
safely uniformly exhausted up stream. The thickness of the cone has been calculated to stand the blast of up to TNT 
equivalent of 200 grams. UXO or IED is placed in the center of the steel cone.  

5. THE RESULTS 
The theoretical work was backed up by a series of field trials. During the field exercises the same smart cone was placed 
covering the small-size IED. The cone was blown up for five different TNT equivalents (30/40/50/60/70 grams) (Fig. 5). 
The internal diameter of the smart cone was 90 cm. The outside diameter was 105 cm. The height was 45 cm in the 
center. The thickness of the protecting steel plates was calculated to stand a blast of explosive of TNT equivalent of 200 
grams. In order to protect the environment and the personnel of the training bomb squad from possible IED fragments, 
the cone was entirely covered by the sand bags as shown in Fig. 4c. The whole preparation of trials is presented in Fig. 4. 

     
a)     b)    c) 

Figure 4. A setup of smart cone testbed: a) a preparation of testbed, b) smart cone is in place, and c) a testbed is ready-to-go. 

   
a)     b)    c) 

Figure 5. An explosion of IED and a behavior of smart cone: a) a detonation, b) an explosion, and c) flight direction. 

   
a)     b)    c) 

Figure 6. The results of the IED explosion covered by the smart cone: a) an explosion of IED, b) the view after the explosion, 
and c) the view inside the cone after the IED explosion (absolutely whole inside without cracks). 

6. THE CONCLUSIONS 
Our main goal was to design and build a smart device for UXO and IED hazard mitigation in non-permissive operating 
environment like public transport station (e.g. metro) where the use of BDRs is very difficult or impossible. Also, the 
environmental protection matter must be taken into account. Based on the conducted analyses of commercial BDR 
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technologies2,6,7 (table 2) we concluded that the existing solutions are not suitable for public transport station as it is 
(e.g. metro and railway station). Also, bomb storage boxes on stations, if exist at all, are typically fixed. Thus, a 
suspicious abandoned object must be carried to a such box by non-expert security personnel22 which is not acceptable. 
Therefore, it is necessary to have an alternative solution which is proposed in this study. 

During the field testing it was demonstrated that the developed smart cone is environment-friendly and dramatically 
reduces the negative impact which may be cause by an explosion of small-size UXO or IED and its fragments. 

As shown in Fig. 6, the repeated explosion did not destroy (b) or caused any damage (c) to the smart cone, thanks to 
its design of the geometry. The cone survived several explosions and remained absolutely whole inside without 
cracks. The comparison table 1 consists of the estimated results and the real results. The archived results are very 
close to the estimated ones within the 99% confidence interval. 

Table 1.  Estimated vs. real field trial results depending on TNT equivalent of the IED explosive. 

 
where hcalc is the expected height of the jump up of the cone after the explosive has gone off, and h is the real height of the jump 
up of the cone after the explosive has gone off. 

The field testing proved our expectations in Section 3 that the prototype smart cone will survive, at least, five full-scale 
successful explosions of maximum TNT equivalent of up to 200 grams. No structural damages to the prototype smart 
cone were observed after five exercises. (Fig. 6c) (Table 1) As shown in Fig, 5c and Fig. 6b, the “flight” direction of the 
prototype smart cone was straight up in air. Landing was directly on the surface like the landing of the booster of 
SpaceX’s Falcon 9 rocket in 2020. As shown in Table 1, the “flying” height logically increases if the TNT equivalent 
increases. In case of TNT equivalent of 70 grams, the “flying” height was measured 3.66 m. Somehow it is the limiting 
factor if the smart cone’s application is considered to be indoor. However, a floor-to-ceiling height is high enough in 
large public transportation stations. Thus, the smart cone can be easily operated in large public transportation stations. 

Table 2.  A comparison of commercial BDRs (adopted from [6]) 

 

Trial No. TNT equivalent, grams hcalc, m h, m 

1 30 1,50 1,52 

2 40 2,05 2,07 

3 50 2,60 2,60 

4 60 3,15 3,12 

5 70 3,70 3,66 
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The designed prototype smart cone has been already granted the patent9. Future R&D work will be dedicated to making 
the smart cone lighter and capable to stand a bigger TNT equivalent. Furthermore, the authors will propose to take this 
new type of bomb disposal device into consideration and update the existing standard operating procedures of first 
responders using together with the benefits of intelligent CCTV surveillance system. 
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