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METHODOLOGICAL BASIS OF THE FORMATION OF A MATHEMATICAL
APPARATUS FOR WARNING OF EMERGENCY SITUATIONS AT CRITICAL
INFRASTRUCTURE FACILITIES

One of the most important elements of the critical infrastructure of any country is the
transport infrastructure [1]. Ukraine is no exception. Moreover, the high percentage of technical
neglect and the lack of appropriate amounts of funding for infrastructure renewal processes lead
to the acceleration of dangerous phenomena at these facilities [2]. A special role is played by the
factors of anthropogenic influence on the safety of objects of the critical infrastructure of railway
transport. The latter include possible terrorist acts [3].

Analysis of the consequences of emergency situations of a terrorist nature at railway
transport facilities, both in the leading countries of the world and in developing countries and
Ukraine, prove that the course of the emergency situation in the event of the discovery of an
explosive device at the facility is determined by the following chronology of interdependent
events, namely: search and identification of an explosive device, localization and disposal of an
explosive device, actions after the end of work, which in the event of an emergency situation are
accompanied by additional measures to eliminate it.

On the other hand, the analysis of the existing technical equipment of the special services
of Ukraine for the neutralization of terrorist devices at railway transport facilities shows the
absence today of both effective engineering and technical means and, accordingly, methodological
support, namely a set of methods for preventing emergency situations of a terrorist nature with
using explosive devices at railway transport facilities [4].

Therefore, there is a problem with the formation of effective methodological approaches,
mathematical models and methods, with the prevention of emergency situations of a terrorist
nature at railway transport facilities.

The level of the terrorist threat in the world is currently quite high. It affects both countries
where armed conflicts continue (primarily in the Middle East and Africa) and Western countries,
which until recently were considered quite safe due to the developed system of law enforcement
agencies and special services.

In the work [5], the authors emphasize that countering this threat is becoming more and
more difficult, given that international terrorism is a phenomenon that has no geographical
boundaries and not only poses a danger to individual countries, but also calls into question the
stability of the international legal order and the ability to face challenges from international
terrorist organizations. Despite the rather clear tasks, the authors ignore the possibility of forming
unified approaches to the prevention of the existing threat.

The work [6] examines the peculiarities of terrorist activities inherent in quasi-state entities
that claim an independent role in the system of international relations. However, general
conclusions regarding the formation of a system of warning against such threats at critical
infrastructure facilities are not given in the work.

In the work [7], the authors consider operational actions related to the localization of
explosive objects from the point of view of the analysis of the existing combat work algorithms of
the personnel of the pyrotechnic unit. However, the peculiarities of the actions of personnel in
railway tunnels remained out of the attention of researchers.

Instead, work [8] considered the issue of explosive damage to pyrotechnicians in the zone
of liquidation of a possible emergency in a railway tunnel. However, the given recommendations
refer only to the determination of the dangerous distance of work, which does not allow their
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application in the formation of technical conditions for the creation of means of collective
protection.

In work [9], we are talking about the effectiveness of the use of personal protective
equipment for sappers of different classes. However, the issue of using the obtained data during
work in railway tunnels remains neglected.

In work [10], the authors emphasize that today the greatest difficulties arise during the
detection and neutralization of an explosive device in a railway tunnel. However, the range of
various issues of working with specialized protective devices of collective protection are not
considered.

The authors in work [11] note that the use of explosives around the world during terrorist
acts has revived interest both in the study of explosions and in the study of ways to prevent or
mitigate harm from the use of explosives. However, the fact that most information falls into the
category for official use hinders the creation of commonly used methodological approaches.

In the work [12], the authors rely on empirical research methodology. However, this
approach does not allow obtaining a fairly significant array of data, due to the difficulties of the
process of regeneration of experimental equipment during explosive experiments. Thus, the
collection of statistical data for generalization is a rather serious separate scientific task.

The work [13] presents theoretical studies in the field of explosion protection, namely, the
authors investigate how loads from explosive and shock waves spread when they pass through an
environment that has a different physical composition. However, the conditions arising in the
railway tunnel environment are not considered in the work.

The work [14], which presents theoretical studies in the field of explosion protection taking
into account various geometric shapes of the reflective surface, is quite close in content to the
previous work. However, as in the previous work, the geometric surfaces inherent in railway
tunnels are not considered in the work.

In work [15], the authors considered the issue of warning from another angle. Namely,
mitigating mechanisms for minimizing impact damage and explosive load were investigated.
However, the recommendations refer to already existing protection systems, which does not allow
their application in the development of innovative collective protection systems.

Thus, it was noted in [16] that the basis of specific operational recommendations should,
as a rule, be the results of mathematical modeling of complex explosion scenarios. At the same
time, most of the existing mathematical models presented in the work are based on the solution of
Euler's conservation equation for mass, energy and momentum.

At the same time, each time a new package of applied programs is actually created to solve
the developed mathematical model, which in turn illuminates the unsolved part of the previously
mentioned problem, namely, related to the creation of a unified mathematical apparatus for
researching the processes of preventing terrorist emergencies at critical objects infrastructure,
namely directly in railway tunnels.
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Incmumym 2eoximii naskonuwnvo2o cepedosuwja HAH Vkpaina

METOAUYHI OCHOBU ®OPMYBAHHSA MATEMATUYHOI'O AITAPATY
MONEPEKEHHSA HAIBBUUAMHNX CUTYAIIIL HA OB’€EKTAX KPUTHYHOI
IHOPACTPYKTYPU

BceranoBnena HeOOXiAHICTh YCYHEHHS HasBHUX BHSBJICHHX OOMEXEHb MaTeMaTH4YHOI'O
amaparty. A came HeoOX1/THO 3alpOIIOHYBATH BapiaHTH HOPMATHBIB JJIS OLIIHIOBAHHS ONIEPATUBHUX
Ji MIPOTEXHIKIB Yy JIITHINA Ta 3MMOBUH Yac Ta 3a HasIBHOCTI IOAATKOBUX YCKJIAJHIOIOYHNX (aKTOpiB
HeOe3Neky, Ha MITAIT MOXKIJIMBOCTI XIMIUHOTO, pajialiifHOro abo 6aKTepioNIOriyHOrO ypasKeHHs.

Busnaueno, 1o oTpuMaHi pe3yabTaTH JO03BOJSIOTH Y MOAAIBIIOMY PO3POOUTH HUBKY
NPaKTUYHUX PEKOMEH/AIlii 10 BIOCKOHAJICHHIO JII0YHUX CTAaHAAPTHUX ONEPATUBHUX MPOLETYp 3
JoKaizamii HaJ3BHYalHUX CUTYalllil TEpPOPUCTUYHOTO XapaKTepy B TYHENSAX 3ali3HUYHOTO
TPAHCHOPTY 3 METOIO HEAOMYIIEHHIO IEPEPOCTaHHS iX 10 OUIBII BUCOKOTO PiBHS HEOE3MEKH.
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